The Lancashire Cyber Foundry (LCF) offers the opportunity for small to
medium enterprises to explore the development of new digital products
and services. The LCF Digital Innovation team provides a Research &
Development service, enabling practical investigation of innovative
applications of technology within a business, often leading to a software
prototype.

WHO IS IT FOR?
Any eligible* business or sector within
Lancashire can apply. You do not have to
be a technology-based company to
access the sup po rt. Many types of
business want to utilise technology more
effectively in their trade. This might be to
develop a new idea for a mobile
application to sell, orit could be to launch
a new technology enabled service utilising
expertise within your business. All that's
needed is an interest in using technology
to innovate in your business.

Digital Innovation team's role is to
understand the need and where possible
identify and utilise digital technologies to
meet that need, incorporating a 'secure
by design' approach. All that is required is
a starting point to develop your business
idea. In our experience these can be
broadly grouped into the following areas:

A well-defined idea for a software
application is not required; a deep
understanding of digital technology is not
needed. Most innovation grows from a
business need of some kind. The LCF
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ASSET, APPROACH, ASPIRATION
ASSET
You may be looking to develop a new
revenue stream and have an underused
asset. This could be a set of data that can
be exploited, a physical asset such as a
piece of equipment or even the
knowledge and expertise ofthe staff
within your company. Can any of those be
unbundled and made accessible using
cyber technology?

EXAMPLE:A business providing a
premium risk management consultancy
was interested in developing smaller
revenue streams to balance large
contract work. The company's knowledge
of risk analysis was used to develop a
digital tool that provided a subscription
service to a risk self-assessment tool that
could be used by a business regularly.

Most innovation grows
from a business need of
some kind.

II

APPROACH
You might have identified a business
opportunity already- either an idea for a
software application or a way to use a
specific technology to deliver a service.
Whatever it is, the LCF team can offer
some technical expertise to explore your
idea, refine the concept and move closer
to a product.

EXAMPLE:An entrepreneur had an idea
for a mobile application that supported
athletes in tnlining. The project team
were able to help in developing the
business model from a technical point of
view. and create a prototype mobile
application using secure by design
principles, which could be used to attract
investors and suppliers.
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ASPIRATION
A goal for your business to achieve - you
may want to move your business into a
new market sector or wish to grow your
client base. The project can offer some
resource to explore how you might do
that using digital technology

EXAMPLE:A digital agency working for
health clients wished to find a way to
reduce missed appointments. The
project team utilised cloud services and
speech recognition software using
privacy by design principles to develop
an 'intelligent agent' able to deal with
some simple enquiries and arrange
appoints out of hours.
If any of the above scenarios fit with your
business ideas, then the LCF Digital
Innovation team have a broad range of
technical skills that may help achieve your
goals. Each of the above examples has its
own unique security challenges that
needed to be addressed at a design
stage. In some cases, the secure design
can be a feature that offers a
differentiator in the market.
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Our workshop programme
helps you identify which of
these your business has.

WHAT IS DIGITAL INNOVATION SUPPORT?

WHAT'S THE BUSINESS BENEFIT?
Developing a new product or service is
often a lengthy and costly process. Its
rarely perfect first time and requires many
steps and missteps to refine the idea and
implement designs and prototypes. The
LCF service can take on some of that risk
for a small company, by providing
resource to develop a digital product to a
prototype stage.
A prototype* can be used to assess the
feasibility ofa novel idea and make a
decision on further investment.
Alternatively, a prototype can be used as a
demonstrator for gaining external
investment.

Prototype or
Proof of Concept
The meaning of these terms can vary.
In general, this article is referring to
an early version of a piece of software
which defines the broad functions and
demonstrates the principle features
of a system or component. It is not
intended as a market ready product
and will likely need further refinement.

*

However, a prototype or proof of
concept allows a business to make
an informed decision about whether
to proceed with an idea and invest
further time and resources.

mobile application. However, as
experienced technologists and software
developers, we may also provide other
forms of analysis and consultancy.
Examples of recent projects include
development of a risk analysis plugin,
a remote telemetry solution with secure
communications, evaluation of an
Internet of Things software application
and a secure data storage design.
However, it's important to note that the
project team are not a commercial
software development team and cannot
complete a market ready product. This
project provides a valuable first step and
businesses will have to take over
development of a product in order to take
it to market

CYBER SECURITY?
A digital innovation project provides an
opportunity for a small company to
pursue an R&D project and get some way
down the path to a new product. The
expertise within the project team,
provides a combination of industry
best practice and academic specialism.
In the main, projects are based around
exploring a new software development
idea, often leading to the implementation
ofa software prototype. For example, a
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Cyber Security is integrated into
everything we do to ensure products that
are Secure by Design. Security should be
an embedded part of any product, rather
than an afterthought. Our processes
support identifying potential risks at an
early stage and wherever possible,
security solutions are built into
prototypes. Cyber Security then
becomes a feature of a product and
potentially opens new markets.
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THE NEXT STEP
So what next?
Talkto one of our businessteams. It'sjust
a chat, your ideaswill be confidential,and
we canadviseif there is a igitalinnovation
projectwe can helpwith. If not, we might
be ableto direct you to other teams that
can.

Thisarticle is part of a series of articles from
projects at LancasterUniversity,includingthe
Health InnovationCampus,CumbriaInnovation
Platfbrm, Greater Manchester CyberFoundryand
LancashireCyber Foundry.

ABOUT US
Lancashire Cyber Foundry runs a programme designed to support businesses facing cyber
challenges in Lancashire. Digital Innovation support is part of this programme but there is also
business stategy support available too. This includes workshops dedicated to evaluation of the
driving forces which will shape the world of today and beyond. Consider how your business is
affected by external changes, now consider how much time your business spends evaluating
them and planning for them.
The programme consists of two full-day workshops, alongside some on line open learning
elements. In addition, enrolling gives you access to our digital portal full of cyber innovation tools
and services to better defend, innovate and grow your business. There is also time available to
meet 1-to-1 with our business development team who can offer bespoke insight and signposting
to the best next steps for your business.
To find out more about how your business can access support and register on one of upcoming
cohorts contact us: cyberfoundry®lancaster.ac.uk

